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NudopmanuoHHasi NaMATKA JUIA

HCCOBCPUICHHOJICTHHUX 110 BOIIPOCaM

KHOep0e30MmacHOCTH

B ceth «HTEpHED)

KoMnbioTepHble BUPYCHI

KoMIIBIOTEPHBINT BUPYC - 3TO Pa3HOBHUJIHOCTb KOMIIBIOTEPHBIX IPOIPAMM,
OTJMYUTEIHHON OCOOCHHOCTBHIO KOTOPOU SIBISIETCS CIIOCOOHOCTh K Pa3MHOKECHHIO
(konupoBaHuio). B nmomosHeHWEe K 3TOMYy, BHPYChl MOTYT MOBPEIUTH WIIU
MOJIHOCTBIO YHUUTOXUTh BCE (pailyibl U JIaHHBIE, TOJKOHTPOJIbHBIE MOJIH30BATENIO,
OT UMEHHU KOTOPOro OblIa 3amylieHa 3apak€HHas porpamMma, a Takke NOBPEIUTh
WIN JIJaXKe YHUUYTOXKUTH ONEPAIlMOHHYIO CUCTEMY cO BceMH (aiimamu B 1enom. B

OOJBIIMHCTBE CIIy4aeB PaCHpPOCTPAHSIIOTCA BUPYChI YUEPE3 UHTEPHET.

MeTo/bI 3aIIIUTHI OT BPEJTOHOCHBIX IPOIPAMM:

1. Wcnonws3yil COBpEMEHHBIE OIEpAllMOHHBIE CUCTEMBI, HMEIOIINE
CEpbE3HBIN YPOBEHB 3alIUTHI OT BPEIOHOCHBIX IPOrPAMM;

2. IlocrosHHO ycTraHaBnuBaiW martuyu (UKM(GPOBBIE 3aIUIaTKH, KOTOPHIE
ABTOMATHYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAOOTKHA MPOTpaMMbl) U JIpYyrue
OOHOBJICHUS CBOEW omepanMoHHOM cucTemMbl. CKauMBail WX TOJBKO C
opurmanpHoro  caiita  paspadorunka OC. Eciu  cymectByer — pexum
aBTOMATHYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3. Paboraii Ha cBOEM KOMIBIOTEpE MO IpaBaMH IOJH30BATENS, a HE
aMUHHUCTpATOpa. OTO HE IMO3BOJUT OOJBLIIMHCTBY BPEJOHOCHBIX MPOrpaMm
WHCTAJUIMPOBATHCS HA TBOEM NIEPCOHAIBHOM KOMIIBIOTEPE;

4. Vcnonb3ylh aHTHBUPYCHBIE TIPOTPaMMHBIE TPOAYKTHI HM3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0as3;

5. Orpanuyb GU3MYECKUI TOCTYN K KOMIBIOTEPY AJIsi TOCTOPOHHUX JIUIL;

6. HMcnonw3yil BHENIHME HOCUTENN MH(OpMAIK, TaKUe KakK ¢uielka, JUCK

wiu ¢aitn u3 aTepHeTa, TOJIBKO U3 POBEPEHHBIX HCTOYHUKOB;
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7. He oTkpbiBail KOMIBIOTEpHBIE (Daliibl, MOJyYEHHBIE W3 HEHAIEKHBIX

UCTOYHUKOB. Jlaxke Te (aityibl, KOTOphIEe MpHCTAT TBOK 3HAKOMBIN. Jlydllle yTouHu

Y HCIr'o, OTIIPpAaBJIAI JIU OH TeOe ux.

Cern WI-FI

C nomormipto WI-Fi MOXHO MOJIyduTh OCCILIATHBIN WHTEPHET-IAOCTYI B

OOIIECTBEHHBIX MeCTax: Kade, OTeNsIX, TOPTOBBIX IIEHTPAX U a’pomoprax. Tak ke
ABJISICTCS OTJIMYHOM BO3MOXHOCTBIO BbIXOJia B MHTepHeT. Ho MHOrme skcrieprtsl
CUMTAIOT, yTO oOmenocTynabie WiFi ceTu He SIBISIOTCS O€3011aCHBIMH.

Coeembl no 6ezonacnocmu padbomul 8 oo0uwedocmynuvix cemsax Wi-fi

1. He nepenasaii cBOIO JTMYHYIO UHPOPMAIIKIO Yepe3 001Ie10CTynHbIe Wi-
Fi cetn. PaGoTtas B HHX, >KEJIaTEJIbHO HE BBOJUTH MApOJH JOCTYIA, JOTHHBI U
KaKue-TO HOMEDA;

2. Hcnonw3yit 1 0OHOBIISANM aHTUBUPYCHBIE MPOTpaMMbl U OpaHaMaysp. Tem
caMbIM Thl 00€30MacHIllb ce0s1 OT 3aKaYyKH BUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnomns3oBanuu Wi-Fi otkmoun ¢yHkmuio «OOmuUNA AOCTYN K
daiiniam u npuHtepam». JlaHHas (yHKIUS 3aKpbiTa MO YMOJYAHUIO, OJHAKO
HEKOTOPBIE MOJIb30BATENN aKTUBUPYIOT €€ JJId y100CTBa UCIIOJIb30BaHUs B paboTe
WM y4eoe;

4, He wucnonp3yit nyommunbii WI-FI s mepenaun JUYHBIX JTaHHBIX,
HaIrpuMep, JJIsl BBIX0JIa B COLIMAIBHBIE CETH WM B DJICKTPOHHYIO MOYTY;

5. Hcnonw3yit Tonbko 3ammineHHoe coeauHenue yepes HTTPS, a He
HTTP, 1.e. mpu HaGope BeO-aapeca BBOAU UMEHHO «https://»;

6. B moOwnbHOM Tenedone oTkmoun (ynkimo «[lomkmouenune k Wi-Fi
apTomMaTnueckn». He pomyckail aBTOMAaTHYECKOrO0 MOAKIIOYEHHUS] YyCTPOMCTBA K

cetssm Wi-F1 6e3 TBoero coriacus.

ConmunajJpHbIe CeTH

CoumanbHas CeTh - 3TO CAUT, KOTOPBIA MPEAOCTABIISIET BO3MOXKHOCTh JIHOJISIM
OCYIIECTBJIATh OOIIEHHEe MEXIy co0oil B MHTepHeTe. Yaie BCero B HUX IS
KQXJOTO YEJIOBEKA BBIJICISIETCA CBOsS JIMYHAsg CTPAaHU4YKa, Ha KOTOPOW OH

yKa3bIBaeT 0 ceOe pa3IuyHyr WH(OpMalio, HayuHas OT UMEHH, (paMuiuud u
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3aKaH4MBas JTUYHBIMU (oTorpadusmMu. MHOTHE NOIB30BATENN HE MOHUMAIOT, YTO
uHpopMalus, pa3MeUIeHHas: MU B COLIMAJIBHBIX CETSX, MOXET ObITh HaliJieHa U

HCIIOJIB30BaHA KEM YIrogHo, B TOM YHCJIC HC 00s3aTeNbHO C  OJIarMMH

HaMCPCHUAMMU.

OcHogHble cosembvl N0 0€30NACHOCHU 8 COUUATIbHDBIX CeMLX .

1. Orpanuub cnucok apy3eid. Y TeOs B JAPY3bsSX HE JODKHO OBIThH
CIIy4ailHbIX U HE3HAKOMBIX JIIOJICH;

2. 3amumiail cBOIO YacTHYIO *U3Hb. He ykaspiBall mapomnu, TenedoHSHI,
aipeca, JaTy TBOETO POXICHUS H  JPYIyl0 JIMUHYI0  HH(POpPMAIHIO.
3110yMBIIUIEHHUKHA MOTYT UCIIOJIb30BaTh Jake MH(POPMAIIUIO O TOM, KaK Thl U TBOU
POIUTENH IIJIAaHUPYETE IPOBECTU KAHUKYJIbI;

3. 3amumiail cBOIO pemyTaluio - JEpKU €€ B YUCTOTE M 3ajJaBail cebe
BOTIPOC: XOTEN OBl ThI, YTOOBI APYTHE MOJIB30BATEIN BUACIH, YTO ThI 3arpy’Kaciib?
[Tomymaii, mpesx/ie 4eM 4To-TO OIMyOJIMKOBATh, HAIMCATh U 3arPy3UTh;

4. Ecnu Tbl TOBOPHUILB C JHOAbMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE
peaslbHOE UMS U JPYTYIO JIMYHYI0 MH(DOpMAIMK: UMs, MECTO KHUTEJIbCTBA, MECTO
y4eObl U poYee;

5. Uz0eraii pazmetienus pororpaduii B MTHTEpHETE, Ile T H300paKEeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIPEIEITUTH TBOE MECTOTIOJIOKEHHE;

6. Ilpm perucrpanuy B COIHAIBLHON CETH HEOOXOIMMO HCIIOIb30BaTh
CJIO’KHBIE TTAPOJIM, COCTOALIME U3 OYKB U IU(P U ¢ KOJUYECTBOM 3HAKOB HE MEHEE
8;

7. Jns coumanbHOM ceTH, MOYTBI M JAPYrMX CalTOB HEOOXOAUMO
UCTIONIb30BaTh pa3Hble mapoin. Toraa eciau Tedst B3IOMAIOT, TO 3JI0yMBIIUIEHHUKA

MOJIy4aT JOCTYI TOJBKO K OJIHOMY MECTY, @ HE BO BCE Cpa3y.

DJIeKTPOHHBIEC T€eHLI'H

DJEeKTPOHHBIE JIEHBI'M — 3TO OY€Hb YAOOHBIA CIOCOO IIaTeX e, OJHAKO
CYILIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3T ICHBIH.

DJIEKTPOHHBIE IEHBIM MOSIBUJINCH COBCEM HEIABHO U UMEHHO HM3-3a 3TOTO BO
MHOT'MX TOCYyAapCTBax A0 CUX IOP HE MPOINKUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM (QPyHKIIMOHMPYIOT U O HUX YX€ MPOMUCAHO B 3aKOHE, Ie

HUX pa3acIAi0OT Ha HCCKOJIbKO BHAOB - dAHOHHMMHBIC U HC aHOHMMHEIC. PaBHI/IHa B
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TOM, YTO AHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpOBOAUTh Onepanuu 0e3
UACHTU(UKAIMM  TOJB30BaTeNsl, a B HE AHOHUMHBIX MJAECHTU(UKALNU
NI0JIb30BATENS SBJIAETCS 003aTENBHOM.

Taxxe cremyeT pa3iauuaTh dJICKTPOHHbIE (UATHBIE JACHBIU (paBHBI
TOCY/IapCTBEHHBIM BalOTaM) M D3JEKTPOHHBIE He(HUaTHBIE NEHBIH (HE paBHBI
rOCyJ1apCTBEHHBIM BAIIOTaM).

OcHoeHble cosembl N0 0e30NACHOU padome ¢ IJ1eKMPOHHBIMU OCHb2AMU .

1. IlpuBsku K cuery MOOWIBHBIM TenedoH. DTO camblii yIOOHBIA U
OBICTPBI CTIOCOO BOCCTAHOBUTH JOCTYN K cueTy. [lpuBsizannbpiii TenedoH
MIOMOJKET, €ciau 3a0ylaellb CBOW IUIATEXHBIM Mapoib WIM 3aiJenlb Ha CauT C
HE3HAKOMOT'O YCTPOMCTBA;

2. Hcnone3yit onHopaszoBble mnaponu. [locie mepexona Ha yCHIEHHYIO
aBTOpHU3alLlMI0 TeOe yXe He OyIeT yrpokaTb ONAacHOCTh KpaKu WJIM INepexBara
IJIaTEKHOTO MapOJIs;

3. Bribepu cnoxubiii mapons. IIpectymaukam OyAeT HE MPOCTO yraiaTh
CJIIOXHBIM maposib. HajxexHple maponu — 3TO Maposd, KOTOPBIE COAEPIKAT HE
MeHee § 3HAKOB U BKJIIOYAIOT B CeOs CTPOUHBIE U MPONUCHBIE OYKBBI, IU(PHI U
HECKOJIbKO CMBOJIOB, TaKH€ KakK 3HaK Jojuiapa, (yHTa, BOCKJIMLATEIbHBIN 3HAK U
T.11. Hanmpumep, StROng!;;

4. He BBOAM CBOM JIMYHbBIC JJAHHBIC HA CaliTaX, KOTOPHIM HE JOBEPSICIIIb.

DJIEKTPOHHAA MOYTA

DJIEKTPOHHAS MoYTa — 3TO TEXHOJIOTHS U MPEIOCTABISIEMbBIE €10 YCIYTH T10
MEePEChUIKE U MOJYYCHHUIO JICKTPOHHBIX COOOIIEHHUH, KOTOPhIE pacIPeICIISIIOTCS B
KOMIBIOTEpHOU ceTh. OOBIYHO JJIEKTPOHHBIA TMOYTOBBIA SIIUK BBITJISIAT
CJIEAYIOIIMM 00pa3oM: UM TOJIb30BaTeNsA(@WUMs_JIoMeHa. Takxke KpoMe nepeiadn
MIPOCTOr0 TEKCTa, UMEETCS BO3MOKHOCTD TIepeaBaTh (haibl.

OcHoeuble coeemvl o 0Ee30NACHOU padome ¢ IJIeKmMPOHHOU ROUMIOW '

1. Hamo BwIOpaTh TpaBWIBHBIA TMOYTOBBIN cepBuc. B HMHTepHeTe ecTh
OTPOMHBIN BBIOOP OECIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIIIE IOBEPSATH TEM,
KOTI'0 3HaCIlb U KTO MEPBBIN B PEUTUHTE;

2. He yxa3piBali B JIMYHOM mouTe JUYHYIO HHpopmaruio. Hampumep,

Jydllle BEIOpaTh «My3bIKaIbHBINA _(paHaT@» miu «pok2013» BmecTo «remal 3»;
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3. Hcnonp3yit ABYX3TalHYyK aBTOPHU3aLMI0. JTO KOTAA MOMHMO HapoJIs
HY’KHO BBOJUTB KOJ, IPUChUIaeMbIN 110 SMS;

4. BpiOepu cioxHBIA Maposib. sl Kakaoro MmouToBOrO SILIMKA JIOJKEH
OBITH CBOM HAJECKHBIN, YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecam ecTp BO3MOXXHOCTh HamucaTb CaMOMY CBOMl JIMYHBIA BOIIPOC,
UCIIOJIB3YH 3Ty BO3MOXKHOCTB;

6. Hcmonp3yih HECKOJIBKO TIOYTOBBIX SITUKOB. [lepBBIi 1711 YacTHOM
IIEPENUCKU C apecaTaMy, KOTOPBIM Thbl JOBEpSACIIb. DTO JJIEKTPOHHBIN aIpec He
HAJI0 UCTIOJH30BaTh MPHU PETUCTPALIMU Ha PopyMax U caiiTax;

7. He otkpsiBail (aiimpl U Ipyrue BIOKEHUS B MHUCHbMax Ja)Xe €CIH OHH
OPULUIM OT TBOMX Jpy3eil. Jlydiie yTouHM y HMX, OTIPAaBJsUIM JIU OHU TeOe 3TU
(baisl;

8. Ilocne oxoHuaHusi paOOTBl Ha IOYTOBOM CEpPBUCE NEPEN 3aKPHITHEM

BKJIQJIKU C CAUTOM HE 3a0y/ib HaXkKaTh Ha «BBIATIY.

KnoepOoviaJauHr njam BUPTVAJILHOE

N31€BATCJIbCTBO
KubepOymmHr —  mpeciejoBaHUE€  COOOIECHUSIMH,  COJEpKAIUMU
OCKOpOJIeHMS, arpeccuro, 3aIyTruBaHuUE; XYJUTAHCTBO; COIIMAJIEHOE

OOMKOTUPOBAHUE C TIOMOIILIO PA3IUYHBIX HHTEPHET-CEPBHUCOB.

OcHoenble cogembl no 0OPvoOe ¢ KUOEePOVIIUHZOM

1. He 6pocaiica B 60i. JIyummii cnoco0: mOCOBETOBATHCS KaK ceOsl BECTH
Y, €CIIM HET TOr0, K KOMY MOKHO OOpaTUThCS, TO BHaYajae yCIOKOUThCSA. Ecnu Tl
HaYyHEIIb OTBEYaTh OCKOPOJEHUSIMH Ha OCKOpOJIEHHUS, TO TOJBKO elle OoJjblle
Pa30XKeEIb KOH(IJIHUKT;

2. YmpaBinsi cBoeil kubeppernyTaimei;

3. AHOHMMHOCTH B ceTd MHUMas. CylIeCTBYIOT CIOCOOBI BBISICHUTH, KTO
CTOUT 32 AHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJIMraHCKUW 00pa3 BUpPTyasbHOHM ku3HU. MHTEpHET
(bUKCUpyeT BCE TBOM JEWUCTBHS W COXPAHICT WX. YJAIUTh UX OyIeT KpaifHe
3aTPyAHUTEIIBHO;

5. Benu ce0s BeXINBO;
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6. Urnopupyil enunHunyHblii HeratuB. OJHOpPa30Bble OCKOPOUTEIbHBIC
cooOILIeHusT Jydmie UrHopupoBaTb. OOBIMHO arpeccusi IpeKpallaercs Ha
Ha4yaJIbHOW CTauHu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSMH, B
COLIMAJIBHBIX CETAX €CTh BO3MOXKHOCTH OJIOKUPOBKM OTIIPaBKH COOOIIEHUH C
OIIPEJEIICHHBIX aIPECOB;

8. Ecim 1Bl cBuuerens kubOepOysummHra. TBou AeWCTBHA: BBICTYIHTb
IIPOTUB IIPECIIEIOBATENs, II0Ka3aTb €My, YTO €ro JCWCTBUSA OLIEHHUBAKOTCS
HEraTUBHO, MOJJIEPKATh KEPTBY, KOTOPOM HYXHa MCHUXOJOTMYECKas MOMOIIb,

COOOIIHUTH B3POCIBIM O (DaKTE arpeCCUBHOTO MOBEICHUS B CETH.

MoOmibHbIN TeJaedhoH

CoBpeMeHHbIe cMapT(OHBI U TUTAHIIIETHI COJIEPKaT B ceO€ BIOJHE B3POCIBIN
GyHKIMOHAT, W TENepb OHU MOTYT KOHKYpHUPOBaTh CO CTAallMOHAPHBIMU
KoMmmbioTepamu. OIHAKO, CPEJICTB 3aIUThI ISl MOJJOOHBIX YCTPOUCTB MOKa OYEHb
Mano. TecTupoBaHME U TIOUCK YSI3BUMOCTEM B HHUX TMPOUCXOJUT HE Tak
MHTEHCUBHO, Kak 1711 [1K, To jxe camoe kacaeTcst 1 MOOMIIbHBIX MPUITOKECHHM.

CoBpeMeHHbIE MOOWIIbHBIE Opay3epbl YK€ MPaKTUYECKU JIOTHAIU
HACTOJIbHBIE AaHAJOTH, OJIHAKO pacHIMpeHue (yHKIMOHAlla BIEYET 3a COOOM
OOJIBIIYIO CJI0)KHOCTh Y MEHBIIYIO 3aIUIIEHHOCTD.

Jlaneko He Bce MPOM3BOAMTENN BBIMYCKAIOT OOHOBJIEHUS, 3aKPbIBAIOIIHNE
KPUTHYECKHE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcHoeHble cosembl 01 De30NACHOCHIU MOOUIbHO20 meiedhona:

1. Byzaw ocTtopokeH, BeAb Korja Tebe mpeiararoT OecruiaTHbIi KOHTEHT, B
HEM MOTYT OBbITh CKPBITHI KAKUE-TO TIJIATHBIE YCIIYTH;

2. Jlymaii, mpexxae dyeM oTnpaButb SMS, ¢oto unmu Bugeo. Twl TOUHO
3HaCIllb, T/I€ OHU OYJyT B KOHEUHOM UTOTE?

3. Heo6xoauMo 0OHOBIISATH ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(hoHa;

4. Vicnonb3yi aHTUBHPYCHBIE MPOTPAMMBI JIJISI MOOWMIIBHBIX TE€JIE(POHOB;

5. He 3arpyxail NpuIOXKEHUS OT HEU3BECTHOTO HCTOYHUKA, BEIAb OHU
MOTYT COJiepKaTh BPEIOHOCHOE MPOrpaMMHOE 00eCIIeYEHHE;

6. Ilocme TOro kak TBHI BBIWJEIIL C CaiTa, TJA€ BBOJAWI JIMYHYIO

uH(OpMaIIO, 3aii/IM B HACTPOUKHU Opay3epa u yJaaiau cookies;
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7. llepuoauyecku MpOBEPSIi Kakue IUIATHBIE YCIYT'HM AKTHUBUPOBAHBI HA
TBOEM HOMEDE;
8. laBail cBOll HOMEP MOOMIIBHOTO Teae(OHA TOIBKO JIOSAM, KOTOPBIX ThI
3HACIb U KOMY JOBEPSCIIb;
9. Bluetooth nomxken ObITh BBIKIIIOUEH, KOT/Ia ThI UM HE MOJb3yembes. He

3a0bIBall HHOT 12 TTPOBEPSTH 3TO.

OUMIIMHT WX KPakKa JUYHBIX JaHHbIX

I'maBHass uenp QUIUUHT - BHUJAa VIHTEpHET-MOIIEHHUYECTBA, COCTOUT B
NOJIY4YeHUH KOH(PUIAECHIMAIBHBIX JAHHBIX MOJb30BaTENIEd — JIOTHHOB U IMAPOJIEH.
Ha anrnmiickom s3bike phishing uyutaercs kak ¢uummar (ot fishing — priOHas
JIOBJIs, password — mapoJin).

OcnoeHble cosembl No DopvOe ¢ PUIUHZOM

1. Cnenu 3a cBOMM akkayHTOM. Eciii ThI mojo3peBaelib, 4TO TBOS aHKETa
Obla  B3JIOMaHa, TO HEOOXOoAMMO  3a0JIOKUpOBATh €€ U  COOOIIUTh
aJIMUHHUCTPATOpaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Hcnonw3yit 6e3omacHbie BeO-CalThl, B TOM YKCIIe, MHTEPHET-Mara3nHoB
Y TTIOMCKOBBIX CHCTEM;

3. Hcnonw3yit ciioxHbIE W pa3Hble Mapoiu. Takum oOpa3om, eciau Tels
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY
npod U0 B CETH, a HE KO BCEM;

4. Ecnu TeOs B3IOMalIM, TO HEOOXOIMMO NPEIYyNpeIuTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE J0OaBJIEHbl y T€OsI B APY3bsiX, O TOM, UYTO T€Os B3JIIOMAIH H,
BO3MOYKHO, OT TBOETO UMEHH OYJIET PacChlIaThCs ClaM M CChUIKA Ha (PUIITMHTOBBIE
CaMThI;

5. VYcranou HagexHsblil maponb (PIN) Ha MoOUIBHBEIN TenedoH;

6. OrtkiIr04YM coxpaHeHue maposs B Opaysepe;

7. He oTkpsiBail ¢aitiibl U Ipyrue BIOKEHUS B MUCHbMaxX JaXKe €CIM OHU
MPUILTA OT TBOUX Jpy3el. Jlydine yTo4HM y HUX, OTIPABISIIN JIU OHU TeOe dTH

(baibl.
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